SA 2712-CVC  (11-2006) 

Supersedes all previous issues

Contractor/Visitor Computers Temporary, One-Time Exception to SNL Policy
Rules of Use for Visiting Cyber Devices

· If the cyber device to be brought onto Sandia–controlled premises is normally a prohibited article, the host’s management must approve the visiting equipment.

· If the cyber device is recognizable as government-owned (e.g., has a government property sticker), this form is not required..

· The cyber devices described on this form may not be substituted, and must be used as described.  If the specific device is changed out with a different device, or the described device is used in a different manner, a new form must be completed.

· All cyber devices brought on to Sandia-controlled premises are subject to monitoring, inspection, and seizure by any of Sandia’s security organizations.

· Once completed, the original of this form must remain with the cyber device(s) at all times while on Sandia-controlled premises.
· If portable cyber devices are brought in to Limited Areas, they must be in the possession of the Device Owner or secured by the Sandia Host at all times.

· No cyber devices will be taken in to any classified facility that contains SCI, SAPs or TS without the appropriate approval being obtained from the facility’s security officer.

· Cyber devices with RF wireless networking capabilities may only be used in accordance with Sandia’s established Cyber Security policy.  As described in appendix 2 of the SNL Unclassified Master Plan.
· If the cyber device will have active audio recording or video recording capabilities, the cyber device will be subject to review and approval by Technical Surveillance and Countermeasures, (TSCM).  Separate documentation and approvals must be obtained through TSCM.
Additional Requirements for Classified Devices

· A copy of the ‘home site’ accredited Computer Security Plan for the device must remain with the device.
· This device can be only operated in a standalone mode and must NOT be connected to any Sandia computer resource.
There is no need to print or retain these instructions after reading.
Contractor/Visitor Computers Temporary, One-Time Exception to SNL Policy  

This form must be completed and signed by the Sandia Host prior to allowing a non-governmental cyber device onto Sandia-controlled premises.  Contact your Cyber Security Representative (CSR) if you need help completing this form.
If a normally prohibited article needs to be brought on site for a valid business purpose, contact your management for necessary approval. Any devices with Potential Technical Surveillance Equipment (PTSE) features such as microphones or cameras MUST ALSO BE REGISTERED WITH TSCM.  See Technical Surveillance and Countermeasures (TSCM) for more information.

This form may be used for limited-term authorization of visiting cyber devices, not to exceed one year. (maximum of 30 days if owned by a Foreign National). The completed original form must remain with the cyber device(s) while on Sandia-controlled premises.

	Visitor Information

	Last Name:
	     
	First:       
	MI:       

	Date Device Coming Onsite:

9/11/08
	Date Device Leaving Site:

9/12/08

	 Name/Type Of Organization (Business, University, etc): 

     

	Phone Number:

     
	E-Mail Address:

     

	 FORMCHECKBOX 
Operating under Contract/Purchase Order

       Contract/PO Number:
	Contract Expiration Date:



	 FORMCHECKBOX 
 Foreign National Approved

FNR#:       
	If Device Owner is a Foreign National, this completed form must ALSO be faxed to TSCM, (505) 844-8461. FN access to SRN requires additional management approval (30 day limit).

	Signature:


	Date:

     


	Visiting Device Information

	Device Description (including make, model and serial numbers):
     
	Bldg(s)/Room(s) where Device will be located/used:
CSRI/90 and 95


	Business Reason for Device Being Onsite:
ITAPS Project Meeting

	The Device’s capabilities are configured as follows:
     
	Wireless Networking

    FORMCHECKBOX 
  Not Present
    FORMCHECKBOX 
  Disabled
    FORMCHECKBOX 
  Active
	Audio Recording

    FORMCHECKBOX 
  Not Present
    FORMCHECKBOX 
  Disabled
    FORMCHECKBOX 
  Active
	Video Recording

    FORMCHECKBOX 
  Not Present
    FORMCHECKBOX 
  Disabled
    FORMCHECKBOX 
  Active 


	Network(s) Being Accessed

    FORMCHECKBOX 
  Stand-alone, no network access (No NWIS registration required)
   x  Sandia Hotel Network (SHN registration required; No NWIS registration required)
    FORMCHECKBOX 
  Sandia Open Network (NWIS registration, WebCars authorization, and anti-virus scanning required)

    FORMCHECKBOX 
  Sandia Restricted Network (FN: mgr. access approval, NWIS registration, WebCars authorization, and anti-virus scanning required)


	Sandia use only      Sandia Host Information

	Last Name:
	Devine
	First:  Karen
	MI: D

	 Organization Number:  1416
	Phone Number: 856-7585

	Signature:
	Date:       


	Sandia use only     Sandia Management Information, if required

	Last Name:
	Collis
	First: Scott
	MI: S

	 Organization Number:  1416
	Phone Number: 284-1123

	Signature:
	Date:       
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