PORT USAGE IN THE AG ENVIRONMENT

All AG node hosts

Receive:


SSH (TCP/UDP 22)



from each other and internal network (i.e. local node computers)


NTP (TCP/UDP 123)



from time server

Send:


SSH (TCP/UDP 22)



to each other


NTP (TCP/UDP 123)



to time server

Display Machine, aka DPPT|RPPT|VNC Client

Receive:


Video Conference (VIC) (Multicast UDP >= 50000)



[see referenced list for addresses of each virtual venue]



from any to any multicast group


Web browser (HTTP TCP 80)



from anywhere


ANL MUD (TCP 7777)



from venues.accessgrid.org [140.221.10.85]


NCSA MUD (TCP 7777)



from venues.ncsa.uiuc.edu


VNC (TCP 5800-5805,5900-5905)



[5800|5900 + X-windows screen number]



from server machine


Distributed PowerPoint (DPPT) (TCP 80, 5001)



from DPPT server machine


Remote PowerPoint (RPPT) (TCP ?? > 15000 recommended)



from RPPT server machine

Send:


ANL MUD (TCP 7777)



to venues.accessgrid.org [140.221.10.85]


NCSA MUD (TCP 7777)



to venues.ncsa.uiuc.edu


???how about info sent to Video and Audio machines, heartbeat etc ???

Video Machine

Receive:


Video Conference (VIC) (Multicast UDP >= 50000)



[see attached list for addresses of each virtual venue]



from any multicast group


???how about info sent from Display machine, heartbeat etc ???

Send:


Video Conference (VIC) (Multicast UDP >= 50000)



[see attached list for addresses of each virtual venue]



to any multicast group

Audio Machine

Receive:


Robust Audio Tool (RAT) (Multicast UDP >= 50000)



[see attached list for addresses of each virtual venue]



from any multicast group


???how about info sent from Display machine, heartbeat etc ???

Send:


Robust Audio Tool (RAT) (Multicast UDP >= 50000)



[see attached list for addresses of each virtual venue]



to any multicast group

DPPT Server Machine

Receive:


DPPT control input (Multicast ???)



from DPPT Master(s)

Send:


DPPT control output (Multicast ???)



to DPPT Client(s)

DPPT Master Machine

Send:


DPPT control output (Multicast ???)



to DPPT Server

RPPT Server Machine

Receive:


RPPT control input (Multicast 15000 ???)



from RPPT Master(s)

Send:


RPPT control output (Multicast 15000 ???)



to RPPT Client(s)

RPPT Master Machine

Send:


RPPT control output (Multicast 15000 ???)



to RPPT Server

Bridges and Reflectors


Anyone know  ??

Beacon-Running Machines

Receive:


AG Beacon server (HTTP TCP 9999)



from beaconserver.accessgrid.org [140.221.9.160]


AG Beacon client (Multicast UDP 56464)



from any to 233.2.171.1


AG Beacon Viewer (??? 9998)



from beaconserver.accessgrid.org to any ???


ESnet Beacon server (HTTP TCP 9999)



from thorn.es.net 198.128.1.27


ESnet Beacon client (Multicast UDP 47777)



from any to 233.4.171.1

Send:


AG Beacon client (Multicast UDP/IGMP 56464)  !!!!



to 233.2.171.1


AG Beacon client (UDP 9997)  !!!!



to beaconserver.accessgrid.org [140.221.9.160]


ESnet Beacon client (Multicast UDP/IGMP 47777)  !!!!



to 233.4.171.1


ESnet Beacon client (UDP 9997)  !!!!



to thorn.es.net 198.128.1.27

Additional Information


See:
http://agschedule.ncsa.uiuc.edu/venues.asp



for information about the ports used by the NCSA scheduler


See:
http://www.es.net/hypertext/welcome/pr/multicast.html


for information about the ESnet multicast


See:
http://www.grid-support.ac.uk/etf/firewalls/Firewalls.html


for information about configuring firewalls

Key to editors:


??
Anyone care to fill in this section / complete the information?


!!!!
I suspect some of these ‘clients’ should be servers.

data from Andrew Shewmaker

formatting and bits on RPPT by Chris Osland

loads on input from members of ‘ag-tech’ mailing list
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