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Globally Scalable Secure IP Conferencing Profile
This document describes a set of functionalities that collectively provide an Internet based conferencing system that is highly secure, manageable and globally scalable. This Recommendation draws from existing standards to create a system profile that is intended to meet applications in the medical, business, residential and education sectors. It specifies end to end authentication, media stream and call signalling encryption, addressing formats, and firewall/NAT traversal mechanisms.
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1
Scope

This document describes a set of functionalities that collectively provide an Internet based conferencing system that is highly secure, manageable and globally scalable. This Recommendation draws from existing standards to create a system profile that is intended to meet applications in the medical, business, residential and education sectors. It specifies end to end authentication, media stream and call signalling encryption, addressing formats, and firewall/NAT traversal mechanisms.
1.1
Design Goals

Globally scalable implies that systems are standards based and interoperable across multiple vendors. Applications occur across multiple service providers, who have no a priori knowledge of each other, nor the ability set consistent policy. Further, applications occur between service providers are vastly differing size and purpose. For example, many millions of enterprises should be able to operate calls servers that signal each other, and individual subscribers to very large carrier based service providers should be able to signal enterprise systems.
2
References

The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published.

The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation

2.1
Normative References

The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published

-
ITU-T Recommendation H.235 (2000), Security and encryption for H-Series (H.323 and other H.245-based) multimedia terminals. 
-
ITU-T Recommendation H.350 (2003), Directory Services Architecture for Multimedia Conferencing.
-
ITU-T Recommendation H.323 (2000), Packet-based multimedia communications systems.
-
ITU-T Recommendation H.225.0 (2000), Call signalling protocols and media stream packetization for packet-based multimedia communications systems.
-
IETF RFC 3377 (2002), Lightweight Directory Access Protocol (v3): Technical Specification. 

-
ITU-T Recommendation X.5xx (xxxx), PKI
2.2
Non-Normative References

3
Definitions

The following terms used throughout the document:

federation: get from I2 middleware
4
Abbreviations

CA: certificate authority

LDAP: Lightweight Directory Access Protocol as defined in RFC 1777.

NAT: Network Address Translation
PKI: Public Key Infrastrucutre

5
Conventions

In this Recommendation, the following conventions are used:

"Shall" indicates a mandatory requirement.

"Should" indicates a suggested but optional course of action.

"May" indicates an optional course of action rather than a recommendation that something take place.

References to clauses, subclauses, annexes and appendices refer to those items within this Recommendation unless another specification is explicitly listed.
6
Secure Conferencing Profile
Figure 6.1 shows the general scenario and system components involved in a secure and scalable conferencing environment. An application scenario and a description of system components follow:

6.1
Application Scenario

A doctor is employed by a hospital that operates domain A. She wishes to deliver services to a patient at his home. The hospital uses a firewall to limit traffic to and from the public Internet. This firewall also performs NAT services within the hospital. The patient has IP conferencing services provided by a commercial residential service provider and accesses the Internet via cable modem. The patient has a residential type firewall/NAT device that acts as a home router. Additionally, the patients cable modem service provider has a firewall installed in the network to assist with traffic management associated with network viruses.
The doctor's enterprise identity is managed by the hospital that employs her. The patient's enterprise identity is managed by the commercial residential service provider.

6.2
System Components
1. Enterprise Identity Server - The enterprise identity server is cluster of services that stores canonical information about the users of a domain. This information typically includes names, telephone numbers, email addresses, authentication credentials, and authorization information. The enterprise identity server typically consists of an LDAP or X.500 server, sometimes paired with additional services such as Kerberos and RADIUS.
2. H.350 Directory - The H.350 directory stores information about endpoints on the network, including their addresses, and endpoint specific authentication credentials. In some implementation, the H.350 directory may be a part of the enterprise identity server. It is shown here separately for to allow for clarity of terms.

3. Application Specific Certificate Authority - A certificate authority is responsible for issuing certificates and responding to requests for verification of the validity of certificates it has issued. An application specific certificate authority is designed to provide this functionality for the IP conferencing service. A general purpose CA may also serve as an application specific CA However, difficulties with deploying enterprise wide certificates make the use of application specific CAs a reasonable approach to securing the IP conferencing application.
4. Call Server - A call server is a device that is responsible for routing calls. In H.323 this function is provided by a gatekeeper.

5. Endpoint - An endpoint is an H.323 terminal, such as a video conferencing appliance, an IP telephone, or a software endpoint.

6. Firewall - A firewall is any device that blocks specific IP logical ports. It may also employ NAT. It is assumed in Figure 6.1 that firewalls A, B and C implement NAT.
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Figure 6.1  - Secure Conferencing System Overview

6.3
Authentication
Authentication SHALL be accomplished using H.235 Annex E. This security mechanism uses X.509 certificates to validate the identity of the certificate holder. This provides end to end security and allows the patient and the doctor to mutually authenticate each other.

Hop to hop authentication, such as that described in H.235 Annex D is not an acceptable solution. In hop to hop mode, a user is authenticated against a gatekeeper. This ensures that the user is a valid user of the system, and protects the service provider from unauthorized use of the domain resources. However, it provides no assurances to a called party about the calling party's identity. Therefore, it provides no security to end users. Thus, a system that utilizes hop to hop authentication is vulnerable to unwanted calls (i.e. spam) and impersonation.

Endpoints MUST allow users to verify received certificates to ensure that they are still valid. The user MUST be allowed to determine, through trust chains and federated means, what constitutes a reasonable level of assurance that the received certificate is valid. For example, a certificate from a hospital's application specific certificate authority SHOULD NOT be assumed to be valid unless the application CA's certificate is validated against the hospital's primary CA, or a federation of medical CAs.
The endpoint MUST allow users to load individual certificates from the H.350 or enterprise identity server into the endpoint for subsequent use in H.235 communications. The use access this certificate using credentials determined in the H.350 or enterprise identity server. The endpoint MUST NOT use a permanently stored endpoint-specific certificate. For example, an endpoint in a conference room using a permanently stored certificate for all users of that conference room does not allow call recipients to verify the identity of the caller.
6.4
Encryption
Encryption SHALL be accomplished using H.235 Annex E for both call signalling and media streams. Certificate verification shall occur as described in section 6.3. This ensures that the media streams shared between the doctor and patient cannot be intercepted. It further ensures that the destination and disposition of the call itself cannot be determined by unauthorized agencies.

6.5
Lawful Interception

Lawful interception of calls suspected to be related to unauthorized activities (such as criminal acts) can be accomplished by the sharing of the doctor's and patient's private key. In this scenario, a policing authority would obtain from domains A and B the private keys of users A and B. Using those private keys, the network could be passively monitored and specific calls decrypted.
6.6
Firewalls

The patient has little technical experience to configure firewall B to allow H.323 traffic. The patient's service provider may not remotely control Firewall B. Neither user A nor user B has any control over firewall C. User A has very little control over firewall A. Further, it is assumed that firewall A does not support the latest feature set of terminal A, and therefore cannot adequately act as an application level gateway. Administrators of firewall A do not trust call server A to control firewall A for port openings.
For further study.
6.7
Addressing

Addressing shall be accomplished via H.323 Annex O using H323URL for dialling and DNS based address resolution. Address resolution should not rely on LRQs to hierarchies of gatekeepers because this brings unnecessary gatekeepers into the call setup, which reduces both reliability and opens more avenues for security vulnerabilities. DNS based addressed resolution is direct and only involves the calls servers of the domains involved in the calls. It is globally scalable. The user interface MUST allow for direct entry of H323 URLs. Indirect URL entry, such as via web browser opened to the endpoint, MUST use SSL for secure transport of the dialled number, otherwise the destination of the call is not private, and thus is in violation of the spirit of H.235 Annex E.

Annex A     

A
Annex A 

Appendix I     Implementation Considerations

I
Appendix I
_1130315482.unknown

