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Introduction

In this note I describe the steps that must be taken to configure Globus for proper use on a Windows system. There are two main participants in this setup. The InnoSetup-based WinGlobus installer creates the default directory hierarchy for the WinGlobus code, and installs the basic setup required to use Globus.

A second, more complex, initialization step is effected by the globus_init.py script. This script brings up a wxPython GUI that guides the user through the rest of the WinGlobus initialization.

WinGlobus installer

The WinGlobus installer package creates the following registry settings:

	Root
	Subkey
	Value Name
	Default value

	HKCU
	Software\Globus\GSI
	x509_cert_dir
	{app}\certificates

	HKCU
	Software\Globus\GSI
	x509_user_cert
	{userappdata}\globus\userkey.pem

	HKCU
	Software\Globus\GSI
	x509_user_key
	{userappdata}\globus\userkey.pem

	HKCU
	Software\Globus\GSI
	x509_user_proxy
	{%TEMP|{win}\temp}\proxy

	HKLM
	SYSTEM\CurrentControlSet\
Control\Session Manager\Environment
	GLOBUS_LOCATION
	{app}

	HKLM
	Software\Globus\GSI
	x509_cert_dir
	{app}\certificates

	HKLM
	Software\Globus\GSI
	GLOBUS_LOCATION
	{app}


The first four settings define the locations in which Globus will search by default for trusted CA certificates, user certificates, and user proxies, respectively.

The next setting defines a system-wide environment variable GLOBUS_LOCATION, pointing at the directory into which WinGlobus was installed. 

The last two settings insert the default values for GLOBUS_LOCATION and the trusted CA cert directory into the system-wide Globus location for reference by per-user setup programs.

globus_init

Since the InnoSetup installer cannot create the proper initial state for all users, a new user on a computer with WinGlobus installed must run globus_init to have a complete initial state configured.

In addition, if the locally-defined hostname of the machine running WinGlobus is not completely correct, users of that machine will encounter problems running any applications that allow other computers to connect to it. The globus_init application will attempt to detect if the hostname is configured properly; if not, it will query the local network interfaces to determine which interface should be used for external access to the computer.

WinGlobus State Setup

Following are the details of the WinGlobus per-user state configuration.

1. Examine the current setting for GLOBUS_LOCATION. If it is not set, complain bitterly because something apparently did not work correctly in the setup of the software.

2. Ensure that the GLOBUS_LOCATION directory has the contents we expect; checking for bin\wgpi.exe is likely sufficient.

3. Examine the registry to determine if the four HKCU registry keys mentioned above exist. If they do not, initialize them:

a. x509_cert_dir to the value from HKLM

b. x509_user_cert and x509_user_key to the user application directory\globus\usercert.pem and userkey.pem.

c. x509_user_proxy to %TEMP%\globus_user_proxy.pem

4. Verify that the directory containing the user proxy exists

5. Verify that the user certificate and user key exist. If they do not, offer to copy them from a  Unix host using ftp/psftp/pscp.

All operations above should be possible by a normal user without Administrative privileges.

Network Setup

Following are the details of the network configuration setup.

1. Enumerate the network interfaces available on the computer. The mechanism in winnet.enumerate_interfaces() determines the registered hostname for each interface, if it exists, by performing a reverse DNS lookup on the IP address of the interface.

2. Examine the output of the socket.getfqdn() call.

a. If it is not a fully-qualified name, continue to step 3.

b. Attempt to resolve that name to an IP address. If this succeeds, matches one of the IP addresses in the interface list, and the name matches the name to which the IP address resolves, make note of this. It is this case only where the setting of GLOBUS_HOSTNAME may not be necessary.

3. At this point we have the information required to present to the user.

a. If there is only one interface, and the conditions in (2.b) above are met, the process is finished.

b. If there is only one interface, but the conditions in (2.b) above are not met, set GLOBUS_HOSTNAME to name for that interface (see below for more details). The process is finished.

c. If there is more than one valid interface, present the choice to the user. Choose as the default an interface that is not on a private network [1] and that has a hostname bound to it, if one is present.

When the user has chosen an interface, process the chosen interface as in (a) and (b) above.
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