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1. Introduction

In any distributed system, security is an important consideration.  In the Access Grid, users interact with each other in virtual rooms (Virtual Venues) that provide scoping of interactions. An important characteristic of such spatial scoping is that, like in real life, a user knows with whom he is interacting, can limit those interactions to selected individuals, if desired, and can be assured that he is not being spied upon. The security architecture in the Access Grid provides the underlying mechanisms required to provide these guarantees to its users. 

2. Requirements

The requirements of the security architecture in the Access Grid draw from the basic tasks usually associated with cryptographic security:

· Confidentiality

· Integrity

· Authentication

· Non-repudiation

· Authorization

In the specific context of the Access Grid, these basic tasks drive the following requirements. We do not directly address the issue of non-repudiation, as it is not typically a requirement for the Access Grid environment.

2.1. Provides identification 

The security architecture is responsible for providing a mechanism by which collaborating entities in the Access Grid can be uniquely and verifiably identified. These entities may include users, nodes, and services. 

2.2. Provides authentication

The security architecture is responsible for providing mechanisms for authenticating the identity of participating entities in Access Grid collaborations. 

2.3. Provides integrity

The security architecture is responsible for ensuring that the data intended to be exchanged securely arrive at their intended destination unaltered. 

2.4. Provides confidentiality

The security architecture is responsible for ensuring that data intended to be exchanged securely cannot be read by unauthorized parties during their transit across the network.

2.5. Provides authorization

The security architecture is responsible for providing the mechanisms by which applications can gate access to resources based on the securely authenticated identity of the accessing party.
3. Security Architecture

The Access Grid security architecture utilizes a number of tools and procedures developed by the security community to achieve its goals. In particular, it uses elements of a public key infrastructure to meet its identification and authentication 

3.1. Resources

3.1.1. Key-pairs

A private key / public key pair provides the basis for authenticated identities in the Access Grid. The public key is embedded in a certificate, issued by a trusted Certificate Authority. 

3.2. Operations

3.2.1. Authenticate a User

I’m having trouble seeing where this is going. Gotta put it down for a bit.

4. Conclusion







Please send comments to ag-arch@mcs.anl.gov.
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